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KEY PRINCIPLES

1. NO SCADA CONTROL  read-only data consumer
2. Independent from SIS / ESD / pressure protection
3. On-premises deployment (OT environment)
4. Primary/Standby with < 5 min auto-failover
5. IEC 62443 security zoning (Purdue model)
6. 35% spare capacity on all servers

DATA FLOW SUMMARY

SCADA  DS: pressures, temperatures, flows, valve status, GC composition

DS  SCADA displays: calculated values, leak alarms (READ-ONLY)

Historian  DS: historical data retrieval, archive of calculated results

GIS  DS: pipeline geographic data for model construction

ERP  DS: nominations, schedules  |  DS  ERP: throughput, KPIs

Weather  DS: ambient temperature, wind (thermal simulation)
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